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...l lend my ID/Access card to a colleague?

Why it is a big deal

e You will be held responsible as the owner of the ID/Access card if an incident occurs (e.g. loss of the
card, access to restricted areas)

Scenario

Your co-worker Phil forgot his ID/Access card and knows that you’re going to a two-hour meeting off-site. He
asks to borrow your card. What should you do?

Possible actions (vote on the correct answer)

e Option 1: Refuse because your card is for your use only
e Option 2: Give Phil your ID/Access card and grab it when you getback
e Option 3: Tell Phil to ask another colleague

Explanation

e Option 1is the correct option

e By notlending your ID/Access card you are respecting the privileges and use of the card assigned to
you

Key take-aways

e You must never lend your ID/Access card toanyone

e You must wear your ID/Access card so it is visible — each day, all day long - while atwork

e |If you forget your ID/Access card, tell your manager/team leader who will make temporary
arrangements for you

e If you lose your card or if it is stolen, immediately advise your manager/team leader, and complete the
Security Incident Report

More information

e Physical Security



http://iservice.prv/eng/is/security/topics/physical_security.shtml
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...l don’t go to our team’s designated meeting area during an evacuation?

Why it is a big deal

e Your manager/team leader and colleagues will not know that you got out of the building and will not
be able to account foryou

e You will miss any information provided and/or instructionsto follow

Scenario

You're leading a meeting when alarms sound, indicating that you must evacuate. What should you do?

Possible actions (vote on the correct answer)

e Option 1: Exit the building and grab lunch as it’s almost noon
e Option 2: Finish the meeting quickly, then go to your designated meeting area
e Option 3: Secure your work materials and go immediately to your designated meeting area

Explanation

e Option 3 is the correctanswer
e Always go immediately to your team’s designated meeting area. In doing so, your manager/team

leader and colleagues will know that you are safely out of the building and can provide you with
information and furtherinstructions

Key take-aways

e Always know the location of your designated meetingarea

e When the alarm sounds for an evacuation, leave the building in a calm and orderly manner and go
directly to your designated meetingarea

e Do not cause any unnecessary delays while exiting (e.g. texting, stopping to talk, waiting for a colleague
to catch up with you, etc.)

e Follow the instructions of your manager/team leader or your Building Emergency Organization (BEO)
member

More information

e Employee’s Guide to Emergency Situations
e Building Emergency and Evacuation TeamsToolkit



http://iservice.prv/eng/is/security/emergency_continuity/topics/guide_em_situations.shtml
http://iservice.prv/eng/is/security/emergency_continuity/tools_and_resources/beet_toolkit.shtml
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...l don’t report an incident involving a threat to my personal safety?

.
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Why it is a big deal

e First and foremost, you matter! Not reporting an incident immediately could put your well-being and
others at risk

e Second, ESDCis committed to ensuring that every employee is protected from workplace violence. If a
situation occurs that threatens your personal safety or the safety of others, the Department needs to
know in order to respond immediately and actaccordingly

Scenario

After a tense phone call, an El client has threatened to come to your office and “give you what’s coming to
you”. What should you do?

Possible actions (vote on the correct answer)

e Option 1: Inform your manager/team leader and fill out the Security Incident Report, which will then
be sent forinvestigation

e Option 2: Do nothing. You know that they won’t follow through

e Option 3: Tell your manager/team leader that you aren’t feeling well and go home immediately

Explanation

e Option 1is the correct option

e When a situation of a threatening nature occurs, you must report it immediately to your
manager/team leader and complete the Security Incident Report. These procedures have been put in
place to assist the Department with the safety of allemployees

Key take-aways

e You matter!

e Don't be afraid to report situations that could pose a risk to the safety of you or others

e Your manager/team leader will respond and get you the support you need; complete fact gathering;
and implement any actions required

e The Department will not be able to help you or be able to respond to the situation if it is not reported.
Note: In the case of an immediate threat call 9-1-1 and advise your manager/team leader

More information

e Guideline - Personal Safety in the Workplace
e Security Incident Report —ADM3061



http://iservice.prv/eng/is/security/tools_and_resources/personal_safety_guideline.shtml
http://forms-formulaires.prv/eform99/forms/FF99/ESDC-ADM3061%20(2013-02-005)E.pdf
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...I hold the door open for someone behind me?

Why it is a big deal

e Youdon’t know if the individual is there legitimately or if he/she is a thief or a personal threat
e You could put your safety, and your colleagues’ safety, atrisk
e You could put departmental information and assets at risk of damage ortheft

Scenario

You arrive on your floor and notice a few individuals standing at the entrance door to your work area. What
should you do?

Possible actions (vote on the correct answer)

e Option 1: Use your access card to enter your work area and proceed to your desk

e Option 2: Unlock the door with your access card and then hold the door open, so everyone can enter
your work area

e Option 3: Use your access card to enter your work area and make sure that the door closes and locks
behind you

Explanation

e Option 3 is the correctanswer
e Using your access card and ensuring that the door locks behind you sends a clear message that others
must enter using their own access cards

Key take-aways

e Holding the door open for others because it’s polite can put those who work in a building, as well as
the information and assets on the premises, atrisk

e Everyone who has authorized access to departmental buildings is provided with their own access card
for entry

e There are processes in place to allow temporary authorized entry into work areas for legitimate visitors

More information

e \ideo on Tailgating
e Physical Security



file://hrdc-drhc.net/org/Collaboration/HRSDC-RHDSC/iService/IITB/physical_security.mp4
http://iservice.prv/eng/is/security/topics/physical_security.shtml
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...l don’t use the standardized signature block?

Why it is a big deal

e The recipient could very likely delete your e-mail, thinking it is spam or report it as a phishing attack

e TBS requires that you use a standardized signature block for identification and to reduce questions
about credibility of the e-mail

e A new e-mail system is coming to the Department that will standardize all e-mail addresses. Your
signature block will be the only way for someone to identify what department you workfor

Scenario

You’ve been told that your e-mails are being deleted and not read because it’s not clear who they are from.
What should you do?

Possible actions (vote on the correct answer)

e Option 1: Use the standardized signature block as outlined by TBS
e Option 2: Create your own customized signature block which includes a thought-of-the-day
e Option 3: Sign the e-mail with “Cheers” and yourname

Explanation

e Option 1is the correctoption
e You must follow the official signature block from TBS to ensure your e-mails are properly identified and
not mistaken for phishing
e The TBS Standard for e-mail signatures includes (in bilingual format, always):
Name
Title, Branch
Department / Government of Canada
E-mail / Telephone / Teletypewriter

Key take-aways

e To avoid confusion, use a standardized signature block on all your e-mails

More information

e Signature block template
e TBS Standard on Email Management



http://hrsdc.prv/eng/work_tools/templates.page
http://www.tbs-sct.gc.ca/pol/doc-eng.aspx?id=27600&amp;amp%3BappE

What’s the big deal if... ,
=]

i

e > <

...I e-mail sensitive information?

Why it is a big deal

e [tisimportant to know the sensitivity level of the information you are e-mailing. Sensitive information
that you send could be at risk if it is lost, intercepted or sent to the wrong person.

Scenario

Your colleague in another department requested a document containing a date of birth and a Social Insurance
Number (SIN). What should you do?

Possible actions (vote on the correct answer)

e Option 1: Encrypt the document using Entrust, then e-mail it
e Option 2: Put the SIN in the e-mail Subject line to alert your colleague
e Option 3: E-mail the document as is

Explanation

e Option 1is the correct choice —an e-mail containing a SIN and another piece of personal information is
Protected B and must be encrypted.

e The key is to know what constitutes Protected B. An email that contains one piece of personal
information such as a SIN is not considered Protected B by itself and therefore it does not have to be
encrypted.

e However, it is a good practice to take preventative measures and encrypt sensitive information before
sending. But, when you send Protected B information outside the departmental firewall, it must been
encrypted using Entrust.

Key take-aways

e Think about the information you are sending, its sensitivity level, and ensure it is properly
safeguarded.

e You should not put names, SINs, Personal Record Identifier (PRI), date of birth or other personal
information in the Subject line of e-mail messages.

e When you send an e-mail outside the ESDC e-mail system, we can no longer manage the security of
the information sent in the e-mail.

e Additionally, you should make sure that the receiver has a “need-to-know” the information.

e The receiver must also have Entrust to be able to open the document.

More information

e Sending Sensitive Information via E-mail

e Transmitting Information Securely

e How to Encrypt a Document (PDF, 178 KB)

e How to Send an Encrypted Email (PDF, 203 KB)

e Handling of Information and Required Safeguards



http://iservice.prv/eng/is/security/tools_and_resources/dos_donts/sending_protected_email.shtml
http://iservice.prv/eng/is/security/topics/transmitting_Information.shtml#email
http://s2tst-srv403.sade-edap.prv/eng/is/security/tools_and_resources/docs/send_encrypted_email.pdf
http://s2tst-srv403.sade-edap.prv/eng/is/security/tools_and_resources/docs/send_encrypted_email.pdf
http://iservice.prv/eng/is/security/docs/appendix_3.pdf
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...l e-mail work files to my home computer to work on?

Why it is a big deal

e You’'re putting the confidentiality of the information at risk —the e-mail could be lost, intercepted, or
accidentally sent to the wrongperson

e You cannot guarantee the security of the files when they’re in transit or, when they’re on your home
computer

Scenario

You need to complete a report that is due tomorrow morning, but you won’t be able to finish it at work so
you want to take it home. What should you do?

Possible actions (vote on the correct answer)

e Option 1: E-mail it home. It’ll be okay since you’ll just do it this onetime

e Option 2: Get approval from your manager and borrow the appropriate department-issued
equipment (e.g. encrypted USB key or laptop)

e Option 3: Password protect the document, then e-mail ithome

Explanation

e Option 2 is the correct choice — your manager should get the right equipment for you

e E-mailing work files to your personal e-mail account is a security violation

e Password protecting documents does not provide enough protection. Passwords can easily be
cracked

Key take-aways

e [f you need to work from home, then talk to your manager. The appropriate devices will be issued to
you (i.e. laptop, encrypted USB key)
e |tis a security violation to e-mail work related documents to your home computer

More information

e Taking Work Home — A Decision Making Flowchart
e Network Use Directive (see section5.9)



http://iservice.prv/eng/is/security/tools_and_resources/docs/posters/ITSA_poster_not_email_work_home.pdf
http://iservice.prv/eng/imit/catalogue/itsecurity/tools_and_resources/toolkit/network_use_directive.shtml
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...I Reply All to an e-mail without checking the recipient list?

Why it is a big deal

e You could potentially disclose sensitive information to people who are not supposed to have it
e You could cause confusion, as recipients won’t understand why they are gettingyour e-mail
e You could crash the department’s electronicnetwork

Scenario

You received an e-mail as part of a large distribution list and you need to provide a response. What should
you do first?

Possible actions (vote on the correct answer)

e Option 1: BCC everyone on your reply. This will ensure further Reply All’s don’t occur.

e Option 2: Reply All. There must be a reason why everyone was on the original list.

e Option 3: Think about why you were on the email list and decide if Reply All is what you should be
doing.

Explanation

e Option 3 is the right choice
e The BCCfield prevents recipients from replying to everyone, but take the time to consider if everyone
needs to know your response

e Reply All should only be used if everyone needs to know your response AND the recipients need to be
able to reply to everyone

Key take-aways

e Check the recipient list before replying to anye-mail
e Reply All with any distribution list should be used with caution
e Be aware of your obligations as it relates to the Network UseDirective

More information

e ESDC Network Use Directive



http://iservice.prv/eng/is/security/tools_and_resources/toolkit/network_use_directive.shtml
http://iservice.prv/eng/is/security/tools_and_resources/toolkit/network_use_directive.shtml
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...l use my own USB key for work purposes?

Why it is a big deal
e If you lose/misplace it, you have also lost/misplaced the (department’s) informationon it
e ESDC policy states that for work purposes all employees must use a department-issued device

Scenario

You need to take electronic versions of some files to a meeting tomorrow. You think about getting a

department USB key, but quickly realize you don’t have enough time to get approved for one. What should
you do?

Possible actions (vote on the correct answer)
e Option 1: Use your own USB key because you’ve never had a problem with itbefore
e Option 2: Go buy a new USB key, that way you know it’ssafe
e Option 3: Email the files to the meeting chair or take them on a departmental laptop

Explanation

e Option 3 is the right choice

e Sending the files by email is the easiest way, as long as they’re not classified above Protected B. If you
have a department laptop, you can take the files onthat

e Even though you’ve never had a problem with your personal USB key before, it doesn’t mean that it’s
safe to use for work-relatedinformation

e Brand new USB keys that you buy from a store can be tampered with during production, so even
though you think it’s safe, it might not be. It can also be lost or misplaced

Key take-aways

e You must always use department-issued devices (laptops, USB keys) to transportdepartment
information

e You may only connect USB devices that are department-issued to the network

More information

e Portable Storage Devices
e Approved Portable Devices

10


http://iservice.prv/eng/imit/catalogue/portable_storage_devices.shtml
http://iservice.prv/eng/is/security/tools_and_resources/dos_donts/approved_portable_devices.shtml
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...l click on that link in a suspicious e-mail?

Why it is a big deal

e You may install a virus, which puts your computer and the information on it at risk. This puts the
Department at risk

e You may launch spyware that allows a cybercriminal to steal your password. This password maybe
used to access other information on ESDC’s electronic network

e This could lead to: loss of information, identity theft, network breaches, loss of client confidence,
and/or financial gain for the cybercriminal

Scenario

At 4:48am you received an e-mail saying your computer may have a virus. It asks you to click on the link and
enter your username and password so the IT branch can run a virus scan. What should you do?

Possible actions (vote on the correct answer)

e Option 1: Delete the e-mail
e Option 2: Click the link and enter the information
e Option 3: Report it online to the National Service Desk (using the fishhook icon)

Explanation

e Option 3 is the correctanswer
e [f an e-mail is suspicious to you, especially if it asks for personal information (e.g. password,
username), report it to the National Service Desk

Key take-aways

e Open e-mails from unknown sources with extreme caution
e [fitisat all suspicious, don’t take a chance. Do not reply, do not click on any links and do not open any
attachments. Report it online to the National Service Desk, and then delete thee-mail

More information

e \Video: Put a HALT to Phishing

11


file://hrdc-drhc.net/org/Collaboration/iService/IT_Security/Phishing_EN_08-14.mp4
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...l don’t know what a phishing e-mail looks like?

Why it is a big deal

e You’re putting our department’s electronic network at risk if you get tricked into clicking onan
infected link or attachment. You could accidentally download spyware or malware

Scenario

You receive an e-mail with the subject line “Urgent Matter” and there’s a link to a PDF file. It might be about
that new contract you’re working on, but you’re aware it could be fake. What clues do you look for to
determine if it’s a phishing e-mail?

Possible actions (vote on the correct answer)

e Option 1: Time stamp, signature block, spelling and grammatical errors, generic greeting
e Option 2: Subtle changes to e-mail domainnames
e Option 3: Hover your mouse over the link to see the true path of URL

Explanation

e Options 1, 2 and 3 are right! These are just some of the clues that an e-mail is fake
e You need to examine all of these components together. If something is off, then report the e-mail
online by clicking on the fishhook icon on the National Service Desk homepage

Key take-aways

e Phishing e-mails are one of the most common methods that cybercriminals use to steal information, so
you need to know how to recognizethem

e Open e-mails from unknown sources with extreme caution. Use HALT to help you determine if it is a
legitimate e-mail

e [f the e-mail seems fishy to you, it probably is! Do not reply, do not click on any links, and do not open
attachments. Report it online to the National Service Desk, and then delete the e-mail

e If you think that the e-mail might be real, but you’re unsure and don’t want to delete it prematurely,
verify the sender’s e-mail address or telephone number through another method (e.g. GEDS, Outlook
Directory). Then call or send them a new e-mail and ask if the message was legitimate

More information

e Put a HALT to Phishing
e Spam and Phishing

12


http://iservice.prv/eng/is/security/topics/news_alerts/docs/HALT.docx
http://iservice.prv/eng/is/security/topics/phishing_spam.shtml
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...l don’t recognize the signs of phone phishing?

Why it is a big deal

e You are likely to fall for a phone phishing attack, and give cybercriminals the information or the means
they need to gain access to our electronic network. This puts Canadian citizens’ information at risk

Scenario

The “IT Service Team” calls to say your computer is infected with a virus. The agent wants to know what type
of anti-virus software you have and asks for remote access immediately, so they can clean your machine
before the virus infects everyone’s computer. What are the clues that this is a phone phishing attempt?

Possible actions (vote on the correct answer)

e Option 1: The agent asked for remote access to clean your computer
e Option 2: The agent asked questions about what anti-virus software is installed on the computer
e Option 3: Used fear to motivate you to accept theirhelp

Explanation

e All the options are clues that this is phone phishing

e Somebody from the Department’s IM/IT National Service Desk will never ask you what software you
have —they already know

e The National Service Desk does not require remote access to clean your computer ofa virus

Key take-aways

e Do not answer any suspicious questions regarding the Department’s computer system

e Do not give remote access to your computer unless you’re sure it’s legitimate (legitimate requests
come from the National Service Desk or a resolver group as a result of a service request from you)

e When in doubt, hang up and tell your team leader/manager as soon as possible.Your team
leader/manager must then contact the Regional Security Office to report the incident

e Don’trely on your phone’s caller ID. Phone numbers can be spoofed

More information

¢ Voice Phishing

13


http://iservice.prv/eng/is/security/contact_us/rso_contacts.shtml
http://www.getcybersafe.gc.ca/cnt/prtct-dvcs/cmptrs-tblts/vp-en.aspx
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...I mail sensitive documents the same way as | would a birthday card?

Why it is a big deal

e The envelope might be inadvertently opened by someone who should not see its contents

e That ‘someone’ now has sensitive information, including potentially personal information that they are
not entitled to have

e This could lead to fraud, identify theft and/or a misuse of thatinformation

Scenario

During a file investigation, a Canada Revenue Agency (CRA) agent asks for a hard copy of a client’s file that
contains Protected B information. Your office’s secure fax device has been sent for repairs. What should you
do?

Possible actions (vote on the correct answer)

e Option 1: Wait until the secure fax device has been repaired and returned
e Option 2: Double-envelope the client’s file and mail it to CRA
e Option 3: Use regular fax to send the information toCRA

Explanation

e Option 2 is the correctanswer

e When using a double envelope, the outer envelope does not advertise or draw attention to the
sensitivity of the information contained within

e Ifitis opened inadvertently at CRA, there is another envelope inside that lets the individual know that
contents are sensitive, and should be forwarded to the right person

Key take-aways

e Always use the correct safeguards and guidelines for mailing sensitive information

e When using double envelopes, mark the inner envelope with the appropriate security marking (e.g.
Protected B). This identifies the sensitivity level to the addressee and helps them to apply the
appropriate safeguards for itshandling

More information

e |nformation Classification Guide
e Handling of Information and Required Safeguards

14


http://iservice.prv/eng/is/security/docs/classification_guide.pdf
http://iservice.prv/eng/is/security/tools_and_resources/appendix3.shtml

(o)

What’s the big deal if...

o =

1} éﬁ
= =

(- ==

...I leave files on my desk or open on my computer?

Why it is a big deal

e Anyone who passes by your desk could see information that they are not supposed to see

e That information could be copied, changed or taken from your deskor computer

e You put yourself in a position of having to explain why information, for which you were responsible,
has been lost, copied or changed if there is a security incident orinvestigation

Scenario

You are working at your desk on two client paper files that are Protected B. Your manager asks you to join a
meeting with the director immediately. What should you do?

Possible actions (vote on the correct answer)

e Option 1: Flip the papers upside down on your desk and go tothe meeting

e Option 2: Lock the two files in a cabinet and also lock your computer

e Option 3: Leave the files face up on your desk since you work in a restricted zone you feel confident
that doing this won’t be a problem

Explanation

e Option 2 is the correctanswer

e Locking the paperfilesin a cabinet protects the clients’ information from any unauthorized access

e Locking your computer protects against any unauthorized access and/or modification to electronic files
(including e-mail)

Key take-aways

e Youdon’t want to be responsible for information being lost or getting into the wrong hands, especially
that which is sensitive orpersonal

e Always safeguard information (paper and electronic) in your custody when you are not at your desk

e Information that is not secured isvulnerable

More information

e C(Clean Desk Guidelines
e |nformation Classification Guide
e Handling of Information and Required Safeguards

15


http://iservice.prv/eng/is/security/tools_and_resources/clean_desk_guidelines.shtml
http://iservice.prv/eng/is/security/docs/classification_guide.pdf
http://iservice.prv/eng/is/security/tools_and_resources/appendix3.shtml
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...I don’t secure my electronic devices when I leave my desk?

Why it is a big deal

e Someone could steal or tamper withit
e Someone could steal or tamper with the information that is on it (or on our ESDC electronic network)

Scenario

Returning from a meeting, you notice that you left your BlackBerry on your desk. What should you have done
before leaving your desk?

Possible actions (vote on the correct answer)

e Option 1: Nothing. You trust your colleagues sitting nearyou
e Option 2: Lock your BlackBerry in your cabinet or take it withyou
e Option 3: Turn off your BlackBerry because then it’s okay to leavebehind

Explanation

e Option 2 is the correct answer — securing your devices is crucial in maintaining the security of the
equipment and the information onthem

e Your colleagues aren’t the only ones who have access to your desk — clients, visitors, and building
personnel also need to beconsidered

e Shutting down your devices doesn’t protect them from theft

Key take-aways

e Take the time to secure your electronic devices, even if you’re only stepping away for a minute
e Protect your devices and protect the information on your devices

More information

e Workspace and Desktop Security

16


http://iservice.prv/eng/is/security/tools_and_resources/dos_donts/workplace_desktop_security.shtml
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...l use my personal computer to work offsite?

Why it is a big deal

e Your personal computer does not have the same security protection as the ESDC electronic network

e If the device is lost, the information on it (that belongs to the Department and Canadians) islost

e [f somebody else in your home has access to the computer, they have access to information that they
should not

e Under no circumstances should you e-mail work information from home to the office (or vice versa) as
this creates even greater securityrisk

Scenario

You planned to work from home tomorrow, but on the way home you realize you forgot your work laptop at
the office. What should you do?

Possible actions (vote on the correct answer)

e Option 1: E-mail a colleague and ask them to send the files you need to your personalaccount
e Option 2: Go back to the office and get your worklaptop
e Option 3: Call your manager and ask for permission to use your personal computer

Explanation

e Option 2 is the correct answer — even though it means an extra trip into the office

e Your personal computer is not a department authorized device, and therefore should not be used
when handling workinformation

e Your manager should not give you permission to use your personal computer for work purposes

e The exception to this is if you have been authorized to use AppGate for remote desktop access, then
you can use your personal computer for workpurposes

Key take-aways

e You have a responsibility to protect information whether you’re working onsite in an office or offsite
e Work that you do offsite must be done either on a department authorized device using a Virtual
Private Network (VPN) or on your personal computer using AppGate

More information

e Laptop Security
e VPN and Remote Access

17


http://iservice.prv/eng/is/security/tools_and_resources/dos_donts/laptops.shtml
http://iservice.prv/eng/is/security/tools_and_resources/dos_donts/vpn_remote_access.shtml
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...l connect my personal cell phone to my work computer?

Why it is a big deal

e Your personal cell phone (or iPod or tablet or other personal device) could be infected with malwareor
a virus. When you plug that in, you are connecting to the ESDC electronic network and potentially
introducing the malware/virus to ournetwork

Scenario

You're expecting an important personal phone call, but your cell phone is low on battery. What should you do?

Possible actions (vote on the correct answer)

e Option 1: Charge it by connecting it to yourcomputer
e Option 2: Charge it using an electricaloutlet
e Option 3: You can’t charge it at work

Explanation

e Option 2isthe correct answer. To charge your personal devices, you must use the electrical outlets
e This applies to all your personal devices (e.g. music players, digital cameras, tablets, e-readers), not just
cell phones

Key take-aways

e You may only connect authorized devices to the network because they have the necessary security
features to protect departmentalinformation

e You are not allowed to connect your personal devices to your workstation, your laptop, or the network

e Departmental computers are scanned to ensure no unauthorized USB devices are connected

More information

e Approved Portable Media
e Portable Storage Devices Directive
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What’s the big deal if... 9
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...I leave my computer on all night OR | shut it right off at the end of the day?

Why it is a big deal

e Software upgrades and important security patches are happening at night while you sleep

e These won’t happen if equipment is shut down or just identified as ‘away’

e Software upgrades allow employees to have the best that technology has to offer in ESDC
Security patches include anti-virus updates and scans to ensure the safety of the ESDC electronic
network and all of the information onit

Scenario

You're preparing to leave on a 3-week vacation. You want to be as “green” as possible and conserve energy,
so you think about powering off your computer. What should you do?

Possible actions (vote on the correct answer)

e Option 1: Lock your computer(Ctrl-Alt-Del-Enter)
e Option 2: Restart (Start-Shut Down-Restart-Ok)
e Option 3: Power down (Start-ShutDown-Ok)

Explanation

e Option 2 is the correctanswer
e If you're concerned about the being green and not wasting energy, technologies are being investigated
so that in the future, you will be able to power off your machine at night

Key take-aways

e You must follow the proper procedure of “Start-Shut Down-Restart-OK” every night

e Even on Fridays and even on the last day before avacation!

e Not having the most recent software updates, anti-virus programs, and security patches leaves your
computer vulnerable to attack

e If you work offsite, do not shut down or restart. You must only log off, in order to keep your VPN
connection alive to allow for patches and software updates

More information

e Security oniService
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