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IT Security Survival Guide 

ESDC is targeted every day by cybercriminals. The security of our network and the sensitive information contained within it depends on you! This pamphlet outlines IT best practices geared to helping you do the right thing!
BEWARE the unsuspecting person - this is what cybercriminals count on - that you will be unaware of what is happening or just too trusting.  Using a variety of manipulative techniques (such as social engineering or phishing) criminals exploit a human being’s natural desire to trust and help others.  Cybercriminals learn usernames, passwords and other information which allow them to penetrate networks.  They do this either electronically or, by the telephone or, through social media or, in person. 
PHISHING via e-mail is a deceptive way of trying to get private information from you by masquerading as a trustworthy entity. Phishing attacks use fake e-mails, text messages, and websites that impersonate authentic sources. Phishing messages will look official and will ask you to update, validate, or confirm account, financial or personal information. If you receive a suspected phishing message, do not click on any links and do not respond to the e-mail. Instead report it to the National Service Desk.
Quick Tip:  Never respond to any e-mail that asks for your identification, password and/or PIN.  Not even if it’s a security alert!  If you are unsure, call the company to verify if the request is real.  
SPAM is unsolicited bulk e-mail that will often try to sell you something.  Our network blocks approximately 15 million spam messages each month but inevitably some still get through!  Never reply or click “Unsubscribe”, doing so simply validates your e-mail address which will likely result in more spam.  Do not click on links found in spam e-mails … simply delete the message.  Only report it to the National Service Desk if you notice an increase in the number of messages or the subject matter is concerning.  
E-MAIL, we can’t live without it! Before opening any attachment or, clicking on any link, ask yourself:

1. Do I know who is sending the message and is the tone consistent for that sender?
1. Is the content relevant to my work?
1. Is the attachment name relevant to the content?
1. Is the e-mail from a personal address such as @yahoo.ca or @gmail.com or, a suspicious domain such as NOREPLY?  If yes, I should be cautious.
1. Is the link going to where it should? I will hover my mouse over the link to show its true path. 

PASSWORDS.  You are responsible for the security of your UserID (i.e. firstname.lastname) – do not reveal your passwords to anyone!  Change your password often and create strong passwords made up of alpha-numeric/symbol combinations.  Don’t use words found in the dictionary or obvious names/numbers such as family members, pets, license plate or date of birth.   

GOING FISHING?  If you are going to be away from the office (on vacation, training or for other reasons) there is no reason to share your password!  Ensure co-workers have access to work related files and e-mails by: saving files to a shared drive, using the Out-of-Office Assistant feature to auto-forward your e-mail to a colleague or, allowing others to view and respond to your e-mail using the Delegation and Permissions feature of Outlook.  

INFORMATION STORAGE.  All business-related information must be properly stored, throughout its lifecycle, on the electronic network: 

· Protected A: can be stored without encryption or password protection. 

· Protected B: may be stored without encryption or password protection so long as the information is stored on a network drive. Ensure that only those persons with a “need-to-know” have access to the folders you are using.  Talk with your Regional Security Office if you have questions.

· Protected C and Secret: must be safeguarded at all times and may only be stored on the Sensitive Document Collaboration Service or on a department-issued encrypted USB storage device which is secured in a RCMP approved secure container.

TELEWORK and remote access are widely used in our department.  Working from another location brings with it additional risks which must be considered.  To ensure all parties are aware of these risks, a Telework Agreement must be signed between the employee and manager as well as a Remote Network Access Agreement. Visit iService for more information.

Important things to remember while working off-site include using a department sanctioned method for remote access, understanding the perils of wireless use and, guarding against theft by using locking cables for your laptop and keeping handheld devices on your person.

USB KEYS.  If you are required to transport information, you must use a portable storage device approved and supplied by the Department.  Discuss your requirements with your manager and visit iService for more information. 
Remember:  Never connect PERSONAL devices of any kind into your computer or laptop, even to charge them.   

For more information, visit IT Security on iService! 
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The INTERNET is an integral part of our daily work environment and access to the Internet enhances productivity, communication, and collaboration. You are permitted to use the electronic network: 
· To perform activities as part of official duties;
· For career development and other professional activities; 
· And; for limited personal use that is conducted on personal time; that is not for financial gain; that does not incur any additional costs for the department; and does not interfere with the conduct of business (i.e. streaming video).

To guide you, the Government of Canada has published the Policy on Acceptable Network and Device Use. 

All employees are required to read the Policy and know what constitutes acceptable and unacceptable use.


Quick Tip:  If you are embarking on foreign business travel, you must follow certain guidelines. As an employee of the Government of Canada, your access to sensitive information makes you an attractive target for Foreign Intelligence Services.  Talk to the Chief Security Officer for more information. 


ENCRYPTION.  Sensitive information at the Protected B level is not permitted to be transmitted outside of the network unless it is encrypted using Entrust and myKEY. 

MyKEY is the new GoC standard for the purposes of encrypting files, decrypting files, e-mails, and for accessing pay information via the Compensation Web Applications site. 

To obtain a key, visit: https://eajl-orca.securise-secure.gc.ca/O/vw/bienvenue-welcome-eng.pub 


Did you know?  Each month, the filters on our network trap and block approximately 3,600 viruses before they get to the user.  This goes to show that our department is under attack on a daily basis!

SPYWARE is software or invasive code, which secretly installs itself on your computer and collects information about your on-line activities or surfing habits. It is important to know where it comes from and steps you can take to avoid being infected.

· Pop-up ads, installation requests and security warnings (to name a few) often use the “same logic programming” where the NO or CANCEL button has the same programming code behind it as the YES or INSTALL button.  Don’t click anything in a pop-up window. Close the window by going into Task Manager and choosing End Task or, terminate your browser.  

· E-mail attachments can carry spyware scripts that install when you click on an attachment.  Don’t open e-mails that come from people you do not know.

· Finally, user behavior strongly influences whether a computer will be exposed to Spyware.  Certain sites are notorious for propagating spyware such as:  e-card, music and gambling sites; as well as sites offering free software downloads.  

Reporting: Everyone has a responsibility to report possible threats to our IT infrastructure.  If you think your computer may have a virus or you have encountered another IT threat, immediately contact the National Service Desk. 


IT SECURITY IS EVERYONE’S RESPONSIBILITY! 

COOKIES are essential to most Web sites and, in a perfect world, are all about convenience.  By capturing personal data about you and storing it in a file, Web sites can quickly access this information when you access their site, thus eliminating the need to re-key information every time you visit.  But cookie files can be compromised.  Internet Explorer sets its cookie threshold at Medium.  You can set your own thresholds in your browser to increase your privacy level.  Cookie threshold settings for Internet Explorer are located in Tools/Internet Options/Privacy.   It is good practice to delete your cookies every 2 weeks in Tools/Internet Options/General/Delete…/Cookies.
ROLES AND RESPONSIBILITIES. The “Policy on Departmental IT Security Management” outlines your roles and responsibilities Section 11.16.  Be sure to check it out!
 
REDUCE RISK and Start-Restart your computer each night. Patches, security updates and software pushes are done overnight and your computer must be ready to receive them.  In addition, remember to Ctrl-Alt-Del-Enter whenever you leave your desk!


Educate yourself!  

· Visit IT Security on iService

· Complete the IT Security Essentials e-learning program

· Review the Stewardship of Information portal 
      
· E-mail any questions you may have about IT Security to: NA-ITSCOE-CEMSTI-GD
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